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4 Business Continuity
Planning Essentials
Think big picture to craft an
effective business continuity plan
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1. Ensure employee well-being
Crafting an employee
safety and communication
plan that works is
absolutely essential.

Communication during and following an emergency presents a variety of
challenges. So, crafting an employee safety and communication plan that works
LVDEVROXWHO\HVVHQWLDO7KHVSHFLÙFVZLOOYDU\ZLGHO\IURPFRPSDQ\WRFRPSDQ\
EXW\RXUHPHUJHQF\VDIHW\DQGFRPPXQLFDWLRQSODQPXVWDGGUHVVWKHIROORZLQJ
• How the company will ensure employees are safe during a disaster event
• How it will communicate essential information to employees
following the event
7KHÙUVWSDUWZLOOGHSHQGKHDYLO\RQWKHQDWXUHDQGORFDWLRQRI\RXUEXVLQHVV
Safety planning for a large manufacturing facility will obviously be very different
WKDQIRUDVPDOOUHDOHVWDWHRIÙFHIRUH[DPSOH%HFDXVHRIWKLVLW¦VYHU\GLIÙFXOW
WRSURYLGHVSHFLÙFEHVWSUDFWLFHVIRUWKLVSDUWRI\RXU%&'5SODQ+RZHYHUWKH
NH\LVWRPDWFK\RXUVDIHW\SODQWRWKHVSHFLÙFQHHGVRI\RXURUJDQL]DWLRQ
)RUWKHVHFRQGSDUW\RXZLOOQHHGWRÙUVWJDWKHUDYDULHW\RILQIRUPDWLRQDQG
make sure that it is well documented, easily accessible and stored in a number of
secure locations. This should include up-to-date employee contact information
HPDLOPRELOHDQGKRPHSKRQHQXPEHUVHPHUJHQF\FRQWDFWLQIRUPDWLRQHWF 
It should also include a methodology for contacting employees.

Effective communication
Obviously, email is the easiest way to reach a large group of employees, but if your
company’s email server is down, you are out of luck. Some businesses employ
redundant Exchange servers or cloud-based services to ensure email access.
Of course, if you are without Internet access entirely, you’ll need an alternative.
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$FDOOWUHHVRPHWLPHVUHIHUUHGWRDSKRQHWUHHFDOOOLVWSKRQHFKDLQRUWH[WFKDLQ
is another popular method for distributing important information to employees
GXULQJDQGIROORZLQJDQHYHQW+HUH¦VKRZLWZRUNV$SUHGHWHUPLQHGHPSOR\HH
initiates the call chain with a call to the next person on the chain. That employee
contacts the next person on the list and the chain continues until everyone on
the call tree ha s been reached. Other companies may automate emergency calls
ZLWKSXUSRVHEXLOWFRPPXQLFDWLRQVVRIWZDUHVHUYLFHV
5HJDUGOHVVRIWKHPHWKRGV\RXXVHWRGLVWULEXWHLQIRUPDWLRQWR\RXUHPSOR\HHV
your emergency communications plan should provide enough detail that it
FDQEHFDUULHGRXWLIWKHSODQ¦VFUHDWRULVQRWDYDLODEOHIROORZLQJWKHHYHQW HJ
GXHWRLQMXU\RULPSDVVDEOHURDGV <RXUSODQVKRXOGDOVREHØH[LEOHHQRXJKWR
accommodate for a variety of potential emergency situations. The response
WRDÙUHLQ\RXUIDFLOLW\GXULQJZRUNLQJKRXUVZLOOEHYHU\GLIIHUHQWIURP
communications following the widespread distribution of a defective product, for
example. Emergency communications should be brief and as accurate as possible.
Depending on the structure of your organization, you may want to keep managers
updated, allowing them to pass on information to direct reports on a “need-toNQRZ¤EDVLV$JDLQWKHVSHFLÙFVRI\RXUEXVLQHVVZLOOGLFWDWHWKHFRUUHFWDSSURDFK
Finally, it is essential to test and update the communications plan periodically.

Managing customer
relationships is obviously
critical to the ongoing
success of your business.

Testing will identify gaps in the plan such as out-of-date employee lists or
contact information.
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<RXURUJDQL]DWLRQ¦VDELOLW\
to respond to customer
needs following an event
will have a direct impact
on reputation.

2. Keep customers in the loop
Managing customer relationships is obviously critical to the ongoing success of
\RXUEXVLQHVV$VVXFKLWLVLPSRUWDQWWRFUDIWDSODQIRUGLVWULEXWLQJLQIRUPDWLRQWR
your customers during and following a disaster event. The scope of your customer
communications plan will vary widely depending on the nature of your business.
Obviously, not every glitch in operations will merit reaching out to your customers.
However, if an event occurs that is likely to impact them, it is essential to
communicate the details of the issue and explain the steps you are taking to
mitigate it. This might mean direct communication to your customers, but it could
also mean messaging via traditional and social media. Failure to do so can have a
negative impact on the reputation of your organization.
Take the way Toyota responded to reports of self-accelerating vehicles back in
2009-2010 as an example. Instead of acknowledging the issue and assuring
customers that the company was investigating the problem, the company opted
to cite user error in a classic example of blaming the victim. The problem was
HYHQWXDOO\SLQQHGRQØRRUPDWVJDVSHGDOGHVLJQDQGIDXOW\HOHFWURQLFVDQG
although Toyota spent billions to replace accelerator components, their initial
response created distrust among customers.
<RXZLOODOVRQHHGWRKDQGOHDZLGHDUUD\RILQFRPLQJFRPPXQLFDWLRQV
following a disruption. Depending on the nature of your business this could
PHDQVXSSRUWUHTXHVWVKLJKYROXPHVRIHPDLODQGSKRQHWUDIÙFVRFLDOPHGLD
activity from frustrated customers, media interest—the list goes on and on.
<RXURUJDQL]DWLRQ¦VDELOLW\WRUHVSRQGWRFXVWRPHUQHHGVIROORZLQJDQHYHQW
will have a direct impact on reputation.
5

Protect your rep
So, how do you keep your good reputation intact? It comes down to careful
preparation. First, you must be prepared from a personnel standpoint. Carefully
SODQQLQJFRPPXQLFDWLRQVZLWKFXVWRPHUVLVHVVHQWLDO<RXZLOOQHHGWREHDEOHWR
UHVSRQGTXLFNO\DQGFOHDUO\H[SODLQWKHVWHSV\RXDUHWDNLQJWRUHVROYHLVVXHV
$OOFXVWRPHUIDFLQJVWDIIHUVVKRXOGEHEULHIHGDQGUHDG\WRGHOLYHUDFOHDUDQG
FRQVLVWHQWPHVVDJH<RXPD\ZDQWWRFRQVLGHUXVLQJVFULSWWHPSODWHVZKLFKFDQ
be adapted to address various events. Pre-scripted messages can be developed,
DSSURYHGE\PDQDJHPHQWDQGTXLFNO\GLVWULEXWHGWRFXVWRPHUVIROORZLQJDGLVUXSWLRQ
<RXDOVRQHHGWRHQVXUHDFFHVVWRFRPPXQLFDWLRQLQIUDVWUXFWXUH SKRQHHPDLO
,QWHUQHWDFFHVV 7KLVPLJKWPHDQUHGXQGDQWSKRQHOLQHVVHUYLFHVKRVWHG3%;
systems, cloud-based email or redundant Exchange servers, etc. Larger businesses
may need to invest in a secondary contact center to manage inbound and outbound
communications. There are a number of vendors that offer call center services,
temporary workspaces and even mobile data centers.
Testing or rehearsing all or parts of your customer communications plan should
be considered essential as well. Testing is the best way to identify and resolve
customer support weaknesses and communication infrastructure issues.
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3. Enable IT uptime
To understand the IT piece of disaster recovery and business continuity today,
it helps to look at the not-so-distant past. It really wasn’t very long ago that
backup meant daily incremental and weekly full backups to tape or a dedicated
disk backup target. Duplicate tape copies were created and shipped offsite for
disaster recovery—typically to a secondary site maintained by the business or to
DWDSHYDXOWLQJIDFLOLW\ HJ,URQ0RXQWDLQ 0DQ\EXVLQHVVHVFRQWLQXHWRXVHWKLV
PRGHOWRGD\DQGGHSHQGLQJRQ\RXUUHFRYHU\QHHGVLWPD\EHSHUIHFWO\DGHTXDWH
However, disaster recovery from offsite tape can be painfully slow. First, you
need to retrieve the tapes from an offsite location. Once they are back on
SUHPLVHV\RXPXVWLQJHVWGDWDWR\RXUEDFNXSVHUYHU$WWKDWSRLQW\RXFDQ
restore data and applications to your primary servers. This, of course, means
considerable downtime.
When creating an IT disaster recovery plan, it’s important to understand two
FRQFHSWVUHFRYHU\WLPHREMHFWLYH 572 DQGUHFRYHU\SRLQWREMHFWLYH 532 572
is the amount of time that it takes to get a system restored following a failure or
GLVDVWHUHYHQW6RJLYHQWKHH[DPSOHDERYH\RXU572PLJKWDPRXQWWRKRXUVRU

5HFRYHU\LQSODFH
GUDPDWLFDOO\LPSURYHV572
because operations can
continue while primary
servers are restored

PRUH532LVWKHSRLQWLQWLPHWRZKLFKGDWDFDQEHUHVWRUHGIROORZLQJWKHHYHQW
So, if you performed a backup at 6pm each night and a server failed at 5pm the
IROORZLQJDIWHUQRRQ\RXU532ZRXOGEHKRXUVDQGDQ\GDWDFUHDWHGGXULQJWKDW
span would be lost. For many organizations this was unacceptable.
So, rather than relying on tape for disaster recovery, some organizations
UHSOLFDWHGGDWDWRDVHFRQGDU\VLWHWKDWPLUURUHGWKHLUGDWDFHQWHUIRU'5
+RZHYHUWKLVDSSURDFKKLVWRULFDOO\UHTXLUHGDPDVVLYHLQYHVWPHQWLQKDUGZDUH
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EHFDXVHLWUHTXLUHGWZRVHWVRILGHQWLFDOVHUYHUVVWRUDJHVZLWFKHVVRIWZDUH
HWF1RWWRPHQWLRQDVHFRQGDU\GDWDFHQWHUIDFLOLW\5HPRWHUHSOLFDWLRQDOORZV
users to fail over operations to a secondary site in the event of a disaster, which
LPSURYHV572EXWLVZHOORXWRIWKHUHDFKRIPRVWEXVLQHVVHVÙQDQFLDOO\

Recovery-in-place and DRaaS
$GYDQFHVLQYLUWXDOVHUYHUEDFNXSDQGFORXGFRPSXWLQJFKDQJHGDOORIWKDW7RGD\
users can run applications from image-based backups of virtual machines. This
capability is commonly referred to as “recovery-in-place” or “instant recovery.”
5HFRYHU\LQSODFHGUDPDWLFDOO\LPSURYHV572EHFDXVHRSHUDWLRQVFDQFRQWLQXH
ZKLOHSULPDU\VHUYHUVDUHEHLQJUHVWRUHG532LVUHGXFHGDVZHOO¢VQDSVKRWEDVHG
incremental backups at 15 minute intervals are a common practice. Virtual machine
images can also be replicated to an alternate site or cloud for disaster recovery.
There are a number of ways to implement this type of system. Many backup
software products today have the ability perform these tasks. If your current backup
software supports it, you can set it up yourself. If you are relying on an older backup
software product or you are starting from scratch, you might opt to outsource these
tasks. In this model, an appliance is typically placed on premises for local backup
DQGUHFRYHU\DQGGDWDLVUHSOLFDWHGWRWKHFORXGIRUGLVDVWHUUHFRYHU\5HFRYHU\LQ

'5DD6RIIHUVWKHIDLORYHU
capabilities of traditional
remote replication at a
much lower price point.

place technology allows you to run applications from the onsite appliance or from
the cloud following an outage or disaster. This is commonly referred to as “cloud
GLVDVWHUUHFRYHU\¤RU£GLVDVWHUUHFRYHU\DVDVHUYLFH¤ '5DD6 
'5DD6RIIHUVWKHIDLORYHUFDSDELOLWLHVRIWUDGLWLRQDOUHPRWHUHSOLFDWLRQDWD
much lower price point. Users typically pay a monthly subscription fee based on
the amount of data they are storing in the cloud.
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Some services charge additional fees for the processing power necessary to
run applications in the cloud during disaster recovery. Compare that with the
facilities, personnel and technology expenses associated with setting up a
VHFRQGDU\GDWDFHQWHUDQGWKHYDOXHRIUHFRYHU\LQSODFHDQG'5DD6LVDSSDUHQW
7HVWLQJ,7GLVDVWHUUHFRYHU\SODQVLVHVVHQWLDO+LVWRULFDOO\WKLVZDVDGLIÙFXOWDQG
potentially risky process. Today’s technologies and services have greatly eased
the testing process. Because of the ease in which virtual servers can be created,
XVHUVFDQVHWXS'5WHVWHQYLURQPHQWVZLWKRXWWKHULVNRIKDUPLQJSURGXFWLRQ
V\VWHPV6RPH'5DD6SURYLGHUVZLOOHYHQSHUIRUP'5WHVWLQJIRUWKHLUFOLHQWV

4. Keep business moving
$VQRWHGDERYHPDQ\RUJDQL]DWLRQVWRGD\KDYHOLPLWHGWROHUDQFHIRUDSSOLFDWLRQ
downtime. If your employees or customers do not have access to essential
applications and data, there will be a direct impact on productivity and revenue.
While this sounds obvious, many organizations do not consider the actual
costs of downtime for a business. To better understand the cost of downtime,
consider the following example using Datto’s 572FDOFXODWRU.
Let’s say your business has 100 employees and on a typical day average hourly
revenue is $1,500. In order to perform daily tasks, employees need access to
HPDLODODUJHGDWDEDVHDQGDYDULHW\RIÙOHEDVHGGDWD/HW¦VVD\WKHVXPRIWKLV
data amounts to 2 TB and you perform an on-premises incremental backup at
6pm each day which is also copied to a cloud backup service.
*LYHQWKHVHSDUDPHWHUVDIXOOUHVWRUHIURPDORFDOEDFNXSZRXOGWDNHDQGD
KDOIKRXUVDQGGRZQWLPHZRXOGFRVW\RXURUJDQL]DWLRQLQORVWUHYHQXH
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When you look at restoring 2 TB from a cloud backup following a disaster,
the picture gets considerably more bleak. To restore that same 2 TB over the
,QWHUQHWIURPDFORXGVHUYLFHLWZRXOGWDNHGD\VKRXUVDQGPLQXWHVDQG
WKHFRVWWR\RXUWR\RXUEXVLQHVVLQORVWUHYHQXHZRXOGEH2EYLRXVO\
these numbers will vary widely from business to business, but this example
clearly illustrates the importance of being able to continue operations while
primary servers and storage are being restored.

Continuity of operations
$SSOLFDWLRQGRZQWLPHLVRIFRXUVHMXVWRQHIDFWRUWKDWFDQLPSDFW\RXUERWWRP
OLQH$JDLQWKHUHDUHDEURDGVSHFWUXPRISRVVLEOHFRQVLGHUDWLRQVGHSHQGLQJRQ
the size and type of your organization. However, there are a variety of examples
that apply to many businesses.
Insurance—Insurance is an important factor in your recovery effort. For example,
let’s say your business has numerous warehouses full of goods awaiting distribution
DWDQ\JLYHQWLPH7KHFRVWWRUHSODFHJRRGVLQWKHHYHQWRIDÙUHRUØRRGFRXOGEH
massive and severely impact your ability to continue operations. So, it is obviously
HVVHQWLDOWRVHOHFWWKHSURSHULQVXUDQFHFRYHUDJHIRU\RXUEXVLQHVV¦VSHFLÙFQHHGV
Beyond that, it is also critical to document all insurance information including plan
QXPEHUVORJLQLQIRUPDWLRQWKHSURFHVVIRUÙOLQJFODLPVHWF
Training—Every business will need to identify employees critical to the
recovery process. This might mean executives, department managers and IT
VWDII:KDWHYHUWKHVWUXFWXUHRI\RXUEXVLQHVV\RXZLOOQHHGWRGHÙQHEXVLQHVV
continuity roles and responsibilities. It is also important to cross train staffers on
essential tasks, in case a critical employee is unavailable following the event.
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Facilities—It is critical to evaluate the facility or facilities in which your
EXVLQHVVRSHUDWHV&RQVLGHUDWLRQVPLJKWLQFOXGHEXWDUHQRWOLPLWHGWR

It is critical to evaluate the
facility or facilities in which
your business operates.

• $SSURSULDWHÙUHVXSSUHVVLRQV\VWHPV
• *HQHUDWRUVFDSDEOHRISRZHULQJHVVHQWLDOHTXLSPHQW
• Uninterruptible power supply systems for critical servers
• Surge protection systems
• $ODUPLQWHUFRPV\VWHPVWRDOHUWHPSOR\HHVRIHPHUJHQFLHV
Dependencies—It is important to consider dependencies within and especially
outside of your organization. Let’s say you are in the business of manufacturing
PHGLFDOGHYLFHV<RXPLJKWVRXUFHSDUWVIURPDYDULHW\RIYHQGRUV¢SRVVLEO\
ZRUOGZLGH/HW¦VVD\RQHVXFKYHQGRUVXIIHUVDØRRGRUÙUHDQGSURGXFWLRQ
comes to a halt. This could limit access to the raw materials you need, directly
LPSDFWLQJ\RXUDELOLW\WRFRQWLQXHRSHUDWLRQV<RXUEXVLQHVVFRQWLQXLW\SODQ
should offer solutions to mitigate these issues—for example, identifying
multiple suppliers or stockpiling large numbers of essential parts.
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Conclusion
Disaster recovery and business continuity planning should be considered a critical
aspect of running a business. However, many organizations disregard it completely.
Others have some kind of plan in place, but fail to grasp how time consuming the
recovery process can be and the the associated cost of downtime. The good news
is that today’s data protection technologies and services have greatly improved
the IT piece of the business continuity puzzle. There are a wide array of options in
the market today at different price points, which enables you to select a product or
VHUYLFHWDLORUHGWR\RXUVSHFLÙFEXVLQHVVQHHGV
$V\RXPD\KDYHQRWLFHGWHVWLQJ\RXUSODQVKDVFRPHXSWKURXJKRXWWKLVHERRN
7KHLPSRUWDQFHRIWHVWLQJEXVLQHVVFRQWLQXLW\GLVDVWHUUHFRYHU\SODQVFDQQRWEH
understated. Testing is the only way to reveal gaps in your plans and address them
proactively—not while you are frantically trying to pull the pieces back together after
heavy rains deposited a foot of water in your lobby.
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